NHO®OPMALIMOHHAS ITAMSATKA JJId OBYUYHAIOLIUXCA OJ1A
PASMEHIEHUSA HA O®OUITUAJBHBIX
HHTEPHET-PECYPCAX

C KaxabIM ToJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a HIKOJIbHUKU
OJIHA W3 CaMbIX aKTUBHBIX ToJib3oBarenedl Pynera. Mexay Tem, MOMHUMO OTPOMHOTO
KOJIMYECTBa BO3MOXKHOCTEH, WMHTEpPHET HECeT W MpobieMbl. DTa maMmsaTKa JJ0JKHA
noMo4b Te0e 6e30MacHO HAXOUTHCS B CETH.

KomnbroTepHble BUPYChI

KoMmnbioTepHblii BUpYC - 3TO Pa3HOBUAHOCTH KOMIBIOTEPHBIX MPOTrpaMM,
OTJIMYUTENIbHON OCOOEHHOCTBIO KOTOPOH SBIISIETCSI CIIOCOOHOCTH K pa3MHOXEHUI0. B
JIOTIOJTHEHHE K 3TOMY, BHUPYCHI MOTYT MOBPEIUTh WJIH TOJTHOCTHIO YHUYTOXHUTH BCE
daiinpl WM JaHHBIE, TMOAKOHTPOJIBHBIE TOJb30BATENI0, OT HMMEHH KOTOpOoro Oblia
3alylleHa 3apakeHHash NporpaMMa, a TaKXKe MOBPEIUTh WU JaXe YHUUYTOXKUTH
OTIEpPAIMOHHYI0 CHUCTEMY CO BceMHU (Qailamu B 1enoM. B OOJBIIMHCTBE CclydaeB
PacIpoCTPaHSIOTCA BUPYCHI Uepe3 HHTEPHET.

MeToabl 321U THI OT BPEIOHOCHBIX NMPOTrPamMM:

1. Hcnone3yli COBpEMEHHBIE OIEPALlMOHHBIE CUCTEMBI, MMEIOIINE CEPbE3HbIN
YPOBEHB 3aIUATHI OT BPEIOHOCHBIX ITPOTPaMM;
2. [ToctossHHO ycTaHaBiauBai mnauTu (UMQPPOBBIE 3aIUIATKH, KOTOPBIE aBTO-

MaTUYECKH YCTaHABIMBAIOTCA C LETbIO JOPAOOTKUA MPOTPaMMbl) U ApPYrue OOHOBIICHUS
cBOel omepanoHHONW cucTteMbl. CkauMBall HMX TOJBKO € OQUIHUAIBHOIO CcalTa
paspabotunka OC. Ecim cyiiecTByeT peXuM aBTOMATHYECKOTO0 OOHOBJICHMS, BKIIIOUU
€ero;

3. PaGotaii Ha cBOeM KOMIBIOTEpPE MOJ MpaBaMH IOJb30BaTENsl, a HE aaMU-
HUCTpaTOpa. OJTO HE TO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPAaMM HHCTAILIU-
pOBaThCSl HA TBOEM MEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcrnonb3yii aHTHBUPYCHBIE TPOTPAMMHbIC ITPOIYKThI H3BECTHBIX MPOU3BOJIUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

d. Orpannyb GU3MYECKUN TOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIUII;

6. Hcnonb3yli BHENIHHE HOCHTENW MH(OpPMAIUH, TaKhe Kak (premnika, TUCK WU
daiin U3 UHTEpHETA, TOIHKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He otkpeiBaii KoMIbrOTepHbIE (aliibl, MOJTYyYEHHBIE M3 HEHAJEKHBIX HC-

TOYHUKOB. Jlaxke Te (ailyibl, KOTOPBIE MpPUCIAT TBOM 3HAKOMBIN. Jlydille yTo4HH y HEro,
OTIIPABIISUT JIU OH TeOe MX.

Cern WI-FI

Wi-Fi - 510 He BHI mepenauyn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeHI,
mapka. Eme B 1991 romy HuaepnaHiackas KOMIAHHs 3aperucTpupoBaiia OpeHn
«WECAV, uto o603Hauano cioBocoderanue «Wireless Fidelity», kotopsrii mepeBoauTcst
KakK «0ecrpoBOIHAS TOYHOCTHY.

Jlo Hamiero BpeMeHH JoIia apyras a00peBuarypa, KOTOpas SBIISETCS TaKOW e
TexHojoruei. O1o abopeBuarypa «Wi-Fi». Takoe Ha3zBaHHWe OBLIO JaHO C HAMEKOM Ha
CTaHAApT BhICIIeH 3ByKoBOM TexHuku HIi-Fi, 4ro B mepeBome o3Ha4YaeT «BBICOKas
TOYHOCTBY.

Jla, OecrjaTHBI WMHTEpHET-IOCTYN B Kade, OTeNsIX M a’dpomopTax SBIseTcs
OTJIMYHOW BO3MOKHOCTBIO BbIXOJa B MHTEpHET. HO MHOTHMe SKCIepThl CUMTAIOT, YTO
obmmenocrymubie Wi-Fi cetn He sBIsOTCS O€30MACHBIMHU.



CoBeTbl 110 0e30mMacHOCTH PadoThI B 001e10cTYNHBIX ceTsx Wi-fi:
1. He mepenaBaii cBoro nuuHyr0 WHpOpMamuio depe3 odmienoctynubie Wi-Fi
ceru. PaboTas B HUX, KelaTeIbHO HE BBOJIUTH MAPOJH JOCTYIIA, JOTHHBI M KaKUe- TO
HOMEpa;

2. Hcnonb3yli 1 OOHOBISANM aHTUBUPYCHbIE NporpaMMbl M Opanamayep. Tewm
caMbIM ThbI 00€30nacHIIb ce0sl OT 3aKaYKU BUPYyCa HA TBOE YCTPONCTBO;
3. [Tpu ucnonp3oBanuu Wi-Fi otkmoun ¢pynknuio «O0mmii qoctym Kk daiinam u

npuHTepam». JlanHas ¢yHKOMS 3aKpbiTa 1O YMOJIYAaHUIO, OJHAKO HEKOTOPHIE
I10JIb30BATENN aKTUBUPYIOT €€ JUIsl y100CTBA UCIIOJIb30BaHUs B paboTe Uiu yueoe;
4. He ucnons3yit nyonuunsiii WI-FI a5 nepenaun 1MUHBIX TaHHBIX, HAPUMED
JUISL BBIXOJIa B COIMAIBHBIC CETH WM B JICKTPOHHYIO MOUTY;
S. Hcnonb3yii TonbKO 3amuinennoe coequHenue yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBOAU UMEHHO «https://»;
6. B moOunbHOM Tenedone orkmoun (yuknuio «I[logkmouenne xk Wi-Fi as-
ToMaTtudeckm». He mormyckail aBToMaTn4ecKoro MOAKIIOYEHUs yeTpoiicTBa k cetssm Wi-
Fi 6e3 TBoerO cormacusi.

CounanbHble ceTH

ConuanbHble CeTH aKTUBHO BXOJST B HaIly *U3Hb, MHOTHE JIIOJU paboOTalOT U
KMBYT TaM IOCTOSIHHO, a B Facebook yxke 3apernctpupoBaH MuuIHapa 4eIoBEK, YTO
SABIIIETCA OJHOM CEeAbMOM BCEX JKUTENeH IUIaHeThl. MHOTHE TMOJb30BaTEd HE
MOHUMAIOT, YTO WH(OpMAIUs, pa3MeIlleHHass UMU B COIMAIIBHBIX CETSAX, MOXET OBITh
HaliJleHa W WUCIOJb30BaHa KEM YTrOoAHO, B TOM YHCIEe He 00s3aTelbHO ¢ OmarumMu
HaMEpEeHUSIMHU.

OcHoOBHbIE COBETHI 10 0€30MACHOCTH B COUMAIbHBIX CeTHAX:
1. Orpanuyb CMCOK Jipy3eil. Y TeOsi B APY3biX HE JODKHO OBITH CIYYallHBIX U
HE3HAKOMBIX JIFOJICH;
2. 3amumnail cBO 4YacTHYIO ku3Hb. He ykaspiBaii mapoiu, TenedoHbl, aapeca,
JaTy TBOETO POXKIEHUS U JPYIyH JTUYHYI0 HH(OpMamuio. 37I0yMBIIUICHHUKA MOTYT
UCIIOJIb30BaTh Jlake WH(GOPMAIMIO O TOM, KaK Thl U TBOW POJUTENH TUIAHUPYETE
MPOBECTU KAHUKYJIBI,
3. 3amumiail CBOI0 PEmyTaIuio - JEpKU €€ B YHCTOTE U 3ajaBail cebe BOIpoC:
XOTen Obl ThI, YTOOBI JPyrue MOJB30BATEIU BUACIHU, YTO Thl 3arpyxaemib? [logymaii,
MPEX/IE YeM YTO-TO OMyOIMKOBATh, HAMMMCATh U 3aTrPYy3HTh;
4. Ecau Tl roBopuIlb C JIIOABMH, KOTOPBIX HE 3Haellb, HE HCIOJIb3Yill CBOE
peallbHOE UMsI U IPYTYIO JIMYHYIO MHPOPMAIIUU: UMS, MECTO JKUTEIHCTBA, MECTO Y4EObI
U TIpOYee;
S. W36eraii pasmenienus ¢otorpaduit B MuTepHere, rne Tl H300pakeH Ha
MECTHOCTHU, IO KOTOPOH MOKHO OIpPEIEIUTh TBOE MECTONOJIOKEHUE;
6. [Ipu perucrpanuu B COLMATBLHOM CeTH HEOOXOJIMMO MCIOJIb30BaTh CIOXHBIE
MapoJIH, COCTOAIINE U3 OYKB U QP U ¢ KOTHMIESCTBOM 3HAKOB HE MEHee §;
1. JIist conuanbHON CETH, MOYTHI M JIPYTUX CAWTOB HEOOXOIUMO HCIIOIH30BAThH
pasHbie maponu. Torma eciu TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TOJIYYaT JTOCTYII
TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBIE IeHbI'H

DNEKTPOHHBIE JIEHBI'M - JTO OYEHb YNOOHBIA CrMOCO0 TuIaTexeil, OJHAKO Cy-
MIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYUTh ITH JICHBTH.



DJNEeKTPOHHBIE JIEHBI'W MOSBHIIMCH COBCEM HENABHO W MMEHHO H3-32 3TOTO BO
MHOT'MX TOCYJapcTBax JI0 CUX IOP HE NMPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (pYHKIHOHMPYIOT M O HHMX YK€ NPOIHCAHO B 3aKOHE, I'/le UX
pa3fensioT Ha HECKOJIBKO BHJIOB - aHOHMMHBIE M HE aHOHUMHBbIE. Pa3Huna B TOM, 4TO
aHOHUMHBIE - 53TO T€, B KOTOPBIX pa3peuraercs MNPOBOAUTH omepanuu 0e3
UICHTU(UKALMN TI0JIb30BATENs, @ B HEAHOHWMHBIX MJICHTHU(HUKALUS I10Jb30BATEI
SBIISIETCSI 00SI13aTEILHOM.

Taxke crnenyer pa3nnyarh 3JIEKTPOHHBIE (UATHBIE JAEHBIM (paBHBI TocyAap-
CTBEHHBIM BaJIIOTaM) U 3JIEKTPOHHbIE HE(PUATHBIE JEHbIU (HE paBHBI TOCYJapCTBEHHBIM
BaJIIOTaM).

OCHOBHBIE COBETHI 110 O€30MaCHON paboTe C IJIEKTPOHHBIMU JIEHbIAMU
1. [IpuBskr K cueTy MOOWIBHBIN TelaedoH. DTO camblii yIOOHBIM U OBICTPHIMA
croco0 BOCCTAaHOBUTH JOCTyHn K cueTy. [IpuBsizaHHbI TenedoH IOMOXKET, €ClU
3a0yellb CBOM MJIaTeXKHBIM MAapoJIb WIK 3ai/IelIb Ha CAUT ¢ HE3HAKOMOI'O YCTPOICTBA;

2. Ucnonb3yit ogHopa3zoBeie maposd. Ilocne mepexoma Ha YCUJIEHHYIO aBTO-
puzanuio Tede y)xe He OyJeT yrpoXaTh OMACHOCTh Kpa)Ku WJIM IEepexBara IJIaTeKHOTO
napoJis;

3. Boeibepu cioxubiii maposb. [lpecTtynHukam OyaeT He NpPOCTO yrajaathb

CJIOKHBIN Mapoisib. HanexHele mapoiu - 3TO mapojiu, KOTOpbIE COAEpKaT HE MEHee &
3HAKOB M BKIIIOYAIOT B c€0sl CTPOYHbIE W MPOIHUCHBIE OYKBBI, HU(PBI U HECKOIBKO
CUMBOJIOB, TaKH€ Kak 3HaK JoJuiapa, (yHTa, BOCKJIMLATEIbHBIA 3HaK U T.n. Hanpumep,
$tRONg!;;
4. He BBOM cBOM JINUHBIEC JaHHBIE HA CATaX, KOTOPBIM HE JOBEPSCUIb.

JJIeKTPOHHAS MOYTA

ONEeKTpOHHAas MoYTa - 3TO TEXHOJIOTMS M NPEJOCTABISAEMBIE €0 YCIYI'M IO
NEPEChUIKE U TOJIYYEHHUIO 3JIEKTPOHHBIX COOOIICHHUH, KOTOpBIE paclpeiessioTcs B
KOMITbIOTEpHOU ceTH. OOBIYHO AJIEKTPOHHBIM MOYTOBBIN SIIUK BBIMJISIIUT CIIEAYIOLIUM
o0pa3oM: UMs_TOJIb30BATEISI@UMSL_JoMeHa. Takke KpoMme Iepeadu MpoCTOoro TEeKCTa,
UMeeTcs BO3MOYKHOCTD IepeaBaTh (aitibl.

OcHoBHBIE COBETHI 10 0€30MACHOI padoTe ¢ 3TeKTPOHHOM MOYTOI:
1. Hano BeIOpaTh npaBUiIbHBIN OYTOBBINA CepBHC. B HHTEpHETE €CTh OrPOMHBIH
BbIOOp OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUIlIe JOBEPSATh TEM, KOTO 3HACllb U
KTO IIEPBBIN B PEUTHUHTE;

2. He ykaspiBaii B nuuHOW modte JnyHyr uHbopmanuio. Hampumep, myurie
BBIOpATh «MY3bIKaNbHBIN _(panat@» nnu «pok2013» BmecTo «tema 13»;

3. Hcnonb3yii ABYX3TaHYIO aBTOPU3ALNIO. DTO KOI'/Ia MOMUMO MapoJis

HY>KHO BBOJMTH KOJI, MpUchuiaeMblii o SMS;

4. Beibepu cinoxHbI Taponb. [ Kakaoro MOYTOBOTO SIIMKA JTOJKEH OBITh
CBOM HAJEXKHBIM, YCTONYUBBIN K B3JIOMY I1apOJIb;

S. Ecnu ectb BO3MOXKHOCTH HalMCcaTbh CaMOMY CBOH JIMYHBIN BOIIPOC, UCIOJIB3YH
3Ty BO3MO>KHOCTB;

6. Hcnonbs3yit HECKOJIBKO ITOYTOBBIX SAIIUKOB. [IepBbIN 1711 4aCTHOM NEPENUCKU C

azpecaTaMu, KOTOPBIM Thl JOBEpSAECIIb. JTO 3JIEKTPOHHBIN aJpec HE HAJ0 UCIO0JIb30BaTh
IpY perucTpalyy Ha popyMax U cailTax;



7. He oTkpsiBail aitnibl u Jpyrue BIOKEHUS B MUCbMaX, JaXe €CJIM OHU MPUILLIN
OT TBOUX Jipy3eil. Jlyule yTouHu y HUX, OTIPABIISUIN I OHU TeOe ATH (ailiibl;
8. [Tocne okoHUaHus pabOTHI HA MOYTOBOM CEPBUCE TIEPE]] 3aKPHITUEM BKIIAIKU C
caiiToM He 3a0yap HaXaTh Ha «BBIATHY.

Kn6epOyuiMHI WM BUPTYaJIbHOE U3/1€BATEILCTBO

KuGepOymnuur - mpeciieqoBaHue COOOLIEHUSIMU, COJIEPKAIIUMU OCKOPOJICHHS,
arpeccuo, 3amyrdBaHHE; XYJIUTAHCTBO; COIMAIbHOE OONKOTUPOBAHHE C TOMOIIBIO
Pa3TUYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 10 00PBHOE ¢ KHOEPOYILTHHTOM:
1. He Opocaiicst B 60ii. JIydmmmii crmoco6: mTOCOBETOBAThCSA Kak ce0sl BECTH U, €CIIU
HET TOT0, K KOMY MOKHO OOpaTUThCS, TO BHayayie YyCIOKOUThcs. Eciau Thl HauHelb
OTBeYaTh OCKOPOJICHUSIMM Ha OCKOpPOJICHHS, TO TOJIbKO eIle OOJIbIIe Pa30ioKelb
KOH(JIUKT;

2. VYnpasndii cBoell kubeppenyTanmei;

3. AHOHUMHOCTD B ceTd MHUMas1. CyIIecTBYIOT CIIOCOOBI BBIAICHUTD, KTO CTOUT 32
AHOHMMHBIM aKKayHTOM;

4. He croutr BecTm Xynuranckuii oOpa3 BHUpPTyalbHOM ku3HU. HWHTepHer

¢ukcupyer Bce TBOM ACHCTBUS M COXpaHSeT UX. YJalIUTb MX OyAeTr KpailHe 3a-
TPYIHUTEIBHO;

5. Coburofait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuanunbii HeratuB. OTHOPa30BbIe OCKOPOUTEIBHBIE COOOIICHUS
Jy4rie urHopupoBaTh. OOBIYHO arpeccus MpeKpaniacTcs Ha Ha4YalbHOU CTajnH;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMU COOOIIECHUSMH, B

COITMATIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTMPAaBKU COOOIIEHHM € ompe-
JIETICHHBIX aJIPECOB;

8. Ecmu 1B cBHumerenb kuOepOyiuinHra. TBOWM ACHCTBHSA: BBICTYIIUTH IPOTHB
npeciaeaoBareisi, MokKa3arh €My, YTO €ro JICHCTBHUS OLICHWBAIOTCS HEraTUBHO, MOJ-
Jiep>KaTh JKEPTBY, KOTOPOW HY)KHA ICHXOJOTHYECKas MOMOIIb, COOOUTUTH B3POCIBIM O
(dakTe arpecCUBHOTO MOBEACHUS B CETH.

MooOniabHbli Tej1eoH

CoBpeMeHHBIC cMapTGOHBI M IUIAHIIETHI COJEpKaT B ceOe BIIOJIHE B3POCIBIN
(GYHKIMOHAJ, U TeTIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMH KOMITHIOTEPAMH.
OpHako, CpeICTB 3aITUTHI IS MOJOOHBIX YCTPOUCTB TTOKa 0YeHBb MaJio. TecTupoBaHue u
MOUCK YSI3BUMOCTEW B HMX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak Jyia [IK, To ke camoe
KacaeTcs 1 MOOMIIBHBIX TIPHIIOKEHUH.

CoBpeMeHHBIE MOOWJIbHBIE Opay3epbl YK€ MPaKTUYECKH JOTHAIM HACTOJIbHBIC
aHaJIOTH, OJHAKO pacuiupeHue (QpyHKIMOHaNIa BIEYET 32 CO00M OOJIBIIYIO CIIOXKHOCTh U
MEHBIIIYIO 3aIUIIICHHOCTb.

Jlaneko He Bce TPOUZBOAUTEIM BBINTYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE
KPUTHUYECKHE YSI3BUMOCTH JIJIi CBOUX YCTPONCTB.

OcHOBHBIE COBETHI 1JIsl 0€30IIACHOCTH MOOMJILHOTO TeJiepoHa:

Huuero He sBisieTcst mo-HacToseMy OecriaTHBIM. byib oCTOpOkeH, Belb Koraa
Tebe mpejiararoT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe- TO TMJIaTHbIE

yCIIyTH;



Hymaii, mpexxne yem otnpaButs SMS, ¢oto mnmm Buneo. Thl TOYHO 3HAENIb, TIE
OHHU OyAyT B KOHEYHOM UTOre?

Heo6x0a1Mo0 OGHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonp3yit aHTUBUPYCHBIE IIPOTPAMMBI JUIsI MOOMIIBHBIX TEJIE(OHOB;

He 3arpyxail npuinoXeHHs OT HEU3BECTHOTO MCTOYHHMKA, BEJb OHHM MOTYT
coJiepKaTh BPEOHOCHOE NPOrpaMMHOE 00eCIIeUeHuE;

[Tocne Toro xak ThI BbliiienIb ¢ caiiTa, I BBOAMWI JUYHYIO HH(OPMALUIO, 3ai 11
B HACTPOWKH Opay3epa u yaanu COokKies;

[leproguueckn mnpoBepsld, KAaKUE IUIATHBIE YCIYTM AKTUBUPOBAHBI HAa TBOEM
HOMEpE;

JlaBaii cBOMf HOMep MOOMJIBHOTO Tele(OoHa TOJIBKO JIIOISIM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEPSIEIIIb;

Bluetooth momxen OBITH BBIKIIIOUCH, KOTZIA Thl UM HE TOJb3yemibcs. He 3a0ObiBaii
MHOT A IPOBEPSTH 3TO.

Online urpsoi

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPAacOYHbIE, 3aXBaThIBAIOLIUE Pa3BICUCHUS,
00BEANHSIONINE COTHU THICAY YEJIOBEK MO BceMy MUpY. Irpoku ncciaeayroT 1aHHbI UM
MHUp, OOLIAIOTCS IPYr C JAPYroM, BBIMOJHSIOT 33JaHusl, CPAXKAIOTCA C MOHCTpPAMH U
MOJIy4alOT ONBIT. 3a YJIOBOJbCTBUE OHHM IUIATAT: MOKYHAKOT JUCK, OIUIAYMBAIOT
aOOHEMEHT WJIM PUOOPETAIOT KaKUe-TO ONIUU.

Bce atu cpenctBa mayT Ha MOAJEp)KAaHME U PAa3BUTHE WUIPhI, a TaKXKE Ha camy
0€30MaCHOCTh: COBEPUICHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMHU, BBIITYCKAIOTCS HOBBIE MATUU
(undpoBbIe 3a1IATKH 17151 IPOrPaMM), 3aKphIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B mopoGHBIX urpax CTOUT OMacaTtbCsl HE CTONBKO CBOMX COINEPHUKOB, CKOJBKO
Kpasky TBOETO Maposist, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AIMK OOJIbIIUHCTBA UTP.

OcHOBHBIE COBETBI 110 0€30IIACHOCTH TBOEI0 HIPOBOI0 AKKAYHTa:

1. Ecimu npyroit urpok Bemer ceOs IUIOXO MM CO3Ja€T TeOe HEMPHUSITHOCTH,
3a0JIOKHPYH €T0 B CIIHCKE UTPOKOB;
2. [Toxanylics aAMUHUCTpaTOpaM WIPbl Ha IJIOXOE€ IMOBEJIECHUE 3TOr0 HUIPOKa,

KCJIATCIIbHO IMPHUJIOKHUTh KaKHMC-TO AO0KA3aTCJIIbCTBA B BUJAC CKPUHOB,

3 He yxa3zpiBaii muunyto nHpopManuo B mpodaise urpsl;
4. VYBaxai Ipyrux y4aCTHUKOB IO UTPE;

5 He ycranaBnuBaii HeopuIIMaaIbHBIC TTATYH U MOJIBL;

6. Hcnosnb3yi C0KHBIE U Pa3HbIE TAPOJIH;

7. Jaxe BO BpeMsl UIpbl HE CTOUT OTKJIKOYaTh aHTUBHUpYyC. [loka Thl Wrpaeiib, TBOI
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIMUT WIN KPAKa JHYHBIX JaHHBIX

OOBIYHOM KpaXkel JeHEr U JOKYMEHTOB CETrOAHs Y€ HUKOTO He YJIUBHUIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTHM 3JO0YMBIIIJIEHHUKA TMEPEMECTUINCh B HMHTEpPHET, U
MPOJOJIKAIOT 3aHUMATHCS «TFOOMMBIMY» JIETIOM.

Tak mosiBuiIach HOBasg yrpo3a: MHTEPHET-MOUICHHUYECTBA WM (DUIIMHT, TJaBHas
1eJlb KOTOPOTO COCTOUT B MOJIYYEHUHM KOH(PUACHIMAIBHBIX NAHHBIX IMOJIb30BaTENEH -
JIOrMHOB U mapodeii. Ha anrnuiickom si3bike phishing unraercs kak ¢ummnr (ot fishing -
pBIOHas JTOBJIsA, PASSWOrd - mapois).

OcHoBHBIE cOBeThI 110 00pbOe ¢ GUITMHTOM:



1. Cnenu 3a cBoMM akkayHTOM. Eciiv Thl mojo3peBaellib, 4YTO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKUPOBaTh €€ U COOOLIUTh aJAMUHUCTPATOpaM pecypca
00 3TOM KaK MOYKHO CKOPEE;

2. Hcnonb3yii Oe3omacHble BeO-CaThl, B TOM YHUCJE, WHTEPHET-MAara3uHOB U
MOMCKOBBIX CHCTEM;
3. Hcnonb3yli clOXHBIE M pa3Hble maponu. Takum oOpa3oM, eciau Tels

B3JIOMAIOT, TO 3JIOYMBIIUJICHHUKH I10JY4YaT JOCTYII TOJIBKO K OTHOMY TBOCMY HpO(bI/IJ'II-O B
CCTH, a HC KO BCCM,;

4, Ecin Tebs B3JIOMAJIkM, TO HeO6XOI[I/IMO mpeaAynpeaInTb BCCX CBOUX 3HAKOMBIX,
KOTOPBIC ,Z[O6aBJ'IeHI>I y TeOs B APYy3biaAX, O TOM, 4YTO TeOs1 B3JIOMaIu H, BO3BMOXHO, OT
TBOCTI'O UMCHH 6y,I[eT PacCblIaTbCA CIIaM U CCBUIIKH Ha (1)I/IIHI/IHI‘OBBIC CaﬁTBI;

5. YcranoBu HaaexHbii mapois (PIN) Ha MOOUIBHBIN TeaehOH;
6. OTkIII04YM cOXpaHEeHue napoJis B Opaysepe;
7. He oTkpbIBaii Qailsibl U Apyrue BIOKEHUS B MUCbMAaX, JaXK€ €CIIM OHU IMPUILLIIH

OT TBOMX Jipy3eil. Jlyulie yrouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (ailiibl.

Hudposas penyranus

[Mudposast pemyTranus - 3TO HETaTUBHAS WIM MO3UTHUBHAs MH(OpMaILMs B CETU O
tebe. Kommpomerupyromas wuHpopManus, pa3MelIeHHass B HWHTEPHETE, MOXKET
Cephe3HBIM 00pa3OM OTPA3UThCS Ha TBOEH peanbHOU xu3HH. «lludpoBas pemyranusy -
9TO TBOM UMUK, KOTOPBINA (hopMupyercst u3 nHGpopMauu o Tede B UHTEPHETE.

TBOe MecTO KUTENbCTBa, y4eObl, TBO€ (DMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH
XapakTepa U paccKas3bl 0 OJU3KUX - BCE ATO HAKAIJIMBAETCS B CETH.

MHorre mnOAPOCTKH JIETKOMBICIEHHO OTHOCSTCA K IMYyONMKaluM JIMYHOW WH-
dbopmaruu B UHTEpHETE, HE TOHMMAs BO3MOXKHBIX TociencTBUM. Thl 1ake HE CMOXKEIb
JOTafaThCs 0 TOM, 4TO doTorpadusi, pasMeleHHas S5 JIeT Ha3a/l, CTaia MPUINHON OTKa3a
MPUHATH TeOs HA padoTy.

KomMmenTtapun, pasmenienue TBoux (ororpaduil u Apyrue NEHCTBUS MOTYT HE
MCYE3HYTh JaXK€ IMOCJE TOro, KaK Thl MX yAalulib. Thl HE 3HAElIb, KTO COXPAaHWI 3Ty
uH($OpPMAIINIO, TOTaja JIM OHA B MTOMCKOBBIE CHCTEMBI M COXPAHWIIACH JIU OHA, a TJIABHOE:
YTO MOAYMAIOT O TeOEe OKpYXKalollue IO/, KOTOpble HAWIyT W YBUIAT 3T0. Haiitu
WH(GOPMAIIUIO MHOTO JIET CIIYyCTsI CMOXET JF000M - Kak U3 JOOPBIX MOOYXACHHH, TaK U ¢
HAMEPEHHEM NMPUIUHHUTH BPeJl. ITO MOXKET ObITh KTO
YTOJIHO.

OcHoBHBIE cOBeTHI N0 3amuTe HM(pPoOBON penyranum:

1. [Tomymaii, mpexxae yeM 4To-TO MyOJIMKOBATh U MepeaBaTh y cedsi B Omore uimm
B COLIMAJIbHOM CETH;

2. B Hacrtpoiikax mnpoduiis yCTaHOBH OTrpaHUYEHUS] HA TIPOCMOTP TBOETO
npodUIIS U ero COAEPKUMOTO, CAeNall €ro TOIBKO «JIJIs APY3eii»;

3. He pasmemiaii u He ykasbpiBaii WMH(pOpPMAIMIO, KOTOpas MOXET KOro-Iudo
OCKOPOJISITh UITH OOMXKATh.

ABTOpCKOE IpaBo

CoBpeMeHHBIE MKOJILHUKU - aKTUBHBIE MOJI30BATENN MHU(PPOBOTO MPOCTPAHCTBA.
OpnHako Jajieko He BCe 3HAIOT, UTO MOJIb30BAaHHUE MHOTUMH BO3MOXXHOCTSMH ITUGPOBOTO
Mupa TpedyeT COONMIOACHUS IPAaB Ha HHTEIUIEKTYAITbHYI0 COOCTBEHHOCTD.

TepMUH «UHTEJUIEKTyaJdbHAsi COOCTBEHHOCTH» OTHOCHUTCS K  Pa3IUYHBIM
TBOPEHUSIM YEJIOBEUYECKOTO yMa, HAayMHAasg C HOBBIX M300pEeTeHHIl U 3HAKOB, 000-



3HAYAIONMX COOCTBEHHOCTh HA NPOAYKTHI W YCIyrd, W 3aKaHYWBas KHHUTaMu, ¢o-
torpadusiMu, KHHOUIbMaMHU U MY3bIKAJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha WHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MIPOU3BE/ICHUS] HAyKH, JIMTEPATypbl M HCKYCCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEJICKTYaJbHBII/TBOPUECKUN TPYJ aBTOpa He Oyjaer
HAIPACHBIM, JACT MY CIIpaBe/UIMBbIE BO3MOXKHOCTH 3apadoTaTh Ha PE3ysibTaTaX CBOETO
TpyJa, MOJTYYUTh U3BECTHOCTh U MpHu3HaHue. HuKTo 6e3 pa3pelieHust aBTopa He MOXKET
BOCIPOU3BOJUTH €r0 MPOM3BEJIEHUE, PACIPOCTPaHAITh, MYOJIUYHO JIEMOHCTPUPOBATD,
npojaBaTh, HUMIIOPTHPOBATh, IyCKaTb B  TNpPOKaT, IMYOJIMYHO  HCIOJIHATD,
MOKa3bIBAaTh/UCIIONHATH B 3(pupe miu pazMemiats B lHTepHeTe.

Hcnonb30BaHue «IUPATCKOTO» MPOTPAMMHOTO 00€CIIeueHUs MOXKET MPUBECTH K
MHOTUM pHCKaM: OT TOTEpPH JaHHBIX K TBOUM aKKayHTaM J10 OJOKHPOBKH TBOETO
YCTPOWCTBA, I/Ie YCTaHOBJIEHA HelleraibHas nporpamma. He ctout takxke 3a0bIBaTh, 4TO
CYILIECTBYIOT JIETaJIbHBIC U OECIUIaTHBIE MPOTPAMMBbI, KOTOPHIE MOXXHO HAWTH B CETH.

O nopraJjie

CeteBUYOK.p - TBOM TJIaBHBIA COBETYMK B CETH. 37€Ch Thl MOXEIIb y3HATh O
0€30MacHOCTH B CETH MOHSTHBIM M JOCTYIHBIM SI3BIKOM, a TPU BO3HUKHOBEHUU
KPUTUYECKOM CHUTyalluu OOpaTUTBCS 3a COBETOM. A TakXke NPHUHATH Yy4yacTue B
KOHKYpCax U CTaTh CaMbIM ITU(PPOBBIM TPk TaHUHOM !



